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1. I nt roducti on

The appropriate configuration of |IP addresses and subnet masks for
router network interfaces is generally a prerequisite to the correct
functioning of routing protocols. Consideration of various itens,

i ncluding underlying link capabilities and connectivity, geographica
t opol ogy, avail abl e address bl ocks, assuned traffic patterns etc.,
are used when determning the appropriate network topol ogy and the
associated | P interface configuration.

When the capabilities and connectivity of the |inks that connect
routers are well-known and stable, |ogical network topol ogy design
and corresponding IP interface configuration are straightforward.
Absent any assunption about |ink-1evel connectivity, however, there
is no canoni cal nmethod for determining a given IP interface
configurati on.

Li nk-1 evel connectivity is generally qualified as undeterm ned when
it is unplanned and/or time-varying in character. Ad hoc networks
are typical exanples of networks with undeterm ned |ink-Ieve
connectivity. Routing protocols for ad hoc networks are purposely
designed to detect and nmmintain paths across the network, even when
faced with Iinks with undeterm ned connectivity, assum ng that
routers’ interfaces are configured with | P addresses. This docunent
thus proposes a nodel for configuration of |IP addresses and subnet
prefixes on router interfaces to links with undeterm ned connectivity
properties, to allow routing protocols and data packet forwarding to
function.

Note that routers may ultinmately need additional IP prefixes for the

di verse applications that could run directly on the routers
thensel ves, or for assignnent to attached hosts or networks. For
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| Pv6, these addresses may be gl obal [RFC3587], Unique-Local [RFC4193]
or Link-Local [RFC4291]. For |IPv4, the addresses nay be gl oba

(i.e., public) or private [RFC1918]. |In general, global scope is
desired over |ocal scope, though it is understood that this may not
al ways be achi evabl e via automatic configuration nechanisns. In this

docunent however, automatic configuration of the prefixes used for
general applications is considered as a problemthat is separable
fromthat of automatic configuration of addresses and prefixes
necessary for routing protocols to function. This docunent thus
focuses on the latter: the type of |IP address and subnet mask
configuration necessary for routing protocols and data packet
forwarding to function.

2. Term nol ogy

Thi s docunent uses the vocabul ary and the concepts defined in
[ RFC1918] and [RFC4632] for IPv4, as well as [RFC4291] for |Pve6.

3. Applicability Statenent

Thi s nodel gives gui dance about the configuration of |IP addresses and
the I P subnet prefixes on a router’s IP interfaces, which connect to
links with undeterm ned connectivity properties.

When nore specific assunptions can be nade regardi ng the connectivity
between interfaces or the (persistent) reachability of sone
addresses, these shoul d be considered when configuring subnet
prefixes.

4. | P Subnet Prefix Configuration

If the link to which an interface connects enabl es no assunpti ons of
connectivity to other interfaces, the only addresses that can be
assuned "on |link", are the address(es) of that interface itself.

Note that while Iink-Iocal addresses are assumed to be "on link", the
utility of link-local addresses is limted as described in Section 6.

Thus, subnet prefix configuration on such interfaces nust not mnake
any pronmises in terms of direct (one hop) IP connectivity to IP
addresses other than that of the interface itself. This suggests the
foll owi ng principle:

0 no on-link subnet prefix should be configured on such an
i nterface.

Note that if layer 2 conmunication is enabled between a pair of

interfaces, |IP packet exchange is also enabled, even if |IP subnet
configuration is absent or different on each of these interfaces.
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Also note that if, on the contrary, assunptions can be nade regarding
the connectivity between interfaces, or regarding the persistent
reachability of sone addresses, these should be considered when
configuring I P subnet prefixes, and the corresponding interface(s)
may in such case be configured with an on-Iink subnet prefix.

5. | P Address Configuration

Routing protocols running on a router may exhibit different

requi rements for uni queness of interface addresses; some have no such
requi rements, others have requirenments ranging froml ocal uniqueness
only, to uniqueness within, at |east, the routing domain (as defined
in [ RFC1136]).

Routing protocols that do not require unique |IP addresses within the
routing domain utilize a separate unique identifier within the
routing protocol itself; such identifiers could be based on factory
assi gnment or configuration.

Nevert hel ess, configuring an IP address that is unique within the
routi ng donmain satisfies the | ess stringent uni queness requirenents,
whil e al so enabling protocols that have the nost stringent

requi rements of uniqueness within the routing domain. As a result,
the following principle allows for I P autoconfiguration to apply to
the widest array of routing protocols:

o an |P address assigned to an interface that connects to a link
wi th undet erm ned connectivity properties should be uni que, at
| east within the routing domain

6. Addressing Mde

Sections 4 and 5 describe principles for |IP address and subnet prefix
configuration on an interface of a router, when that interface
connects to a link with undeterm ned connectivity properties. The
foll owi ng describes guidelines that follow fromthese principles,
respectively for I Pv6 and | Pv4.

Note that the guidelines provided in this docunment slightly differ
for 1Pv6 and I Pv4, as IPv6 offers possibilities that |Pv4 does not
(i.e., the possibility to sinply not configure any on-Iink subnet
prefix on an IPv6 interface), which provide a "cleaner" nodel.
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6.1. |1Pv6 Mode

For 1 Pv6, the principles described in Sections 4 and 5 suggest the
foll owi ng rul es:

0 An |P address configured on this interface should be uni que, at
| east within the routing domain, and

o0 No on-link subnet prefix is configured on this interface.

Note that while an I Pv6 |ink-local address is assigned to each
interface as per [RFC4291], in general |ink-local addresses are of
l[imted utility on Ilinks with undeterm ned connectivity, as
connectivity to neighbors may be constantly changi ng. The known
l[imtations are:

o In general, there is no mechanismto ensure that 1Pv6 |ink-Ioca
addresses are unique across nultiple links, though |ink-1loca
addresses using an | ID that are of the nodified EU -64 form shoul d
be gl obal Iy uni que.

0 Routers cannot forward any packets with |ink-1ocal source or
destinati on addresses to other links (as per [RFC4291]), while
nost of the tinme, routers need to be able to forward packets to/
fromdifferent |inks.

Theref ore, autoconfiguration solutions should be encouraged to
primarily focus on configuring | P addresses that are not |IPv6 |ink-
| ocal

6.2. |Pv4 Mode

For 1 Pv4, the principles described in Sections 4 and 5 suggest rules
simlar to those nentioned for IPv6 in Section 6.1, that are:

0 An |P address configured on this interface should be uni que, at
| east within the routing domain, and

0 Any subnet prefix configured on this interface should be 32 bits
| ong.

Note that the use of IPv4 |ink-local addresses [RFC3927] in this
context shoul d be di scouraged for npbst applications, as the
limtations outlined in Section 6.1 for 1 Pv6 |ink-1ocal addresses

al so concern | Pv4 link-local addresses. These linitations are
further exacerbated by the smaller pool of |IPv4 |Iink-I1ocal addresses
to choose fromand thus increased reliance on Duplicate Address

Det ecti on (DAD).
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7.

8.

8.

Security Considerations

Thi s docunent focuses on the | P address and subnet mask configuration
necessary for routing protocols and data packet forwarding to
function. [RFC4593] describes generic threats to routing protocols,
whose applicability is not altered by the presence of interfaces with
undet erm ned connectivity properties. As such, the addressi ng nodel
described in this document does not introduce new security threats.

However, the possible lack of pre-established infrastructure or
authority, as enabled by the use of interfaces wth undeterm ned
connectivity properties, may render sone of the attacks described in
[ RFC4593] easier to undertake. |In particular, detection of

mal evol ent mi sconfiguration nmay be nore difficult to detect and to

| ocat e.
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